Use of Technology to Support Information Needs for Continuity of Operations Planning in Public Health: A Systematic Review by Reeder, Blaine Patrick et al.
Use of Technology to Support Information Needs for Continuity of Operations Planning in Public Health: 
A Systematic Review 
   
1 
Online Journal of Public Health Informatics * ISSN 1947-2579 * http://ojphi.org * Vol.2, No. 1, 2010 
Use of Technology to Support Information 
Needs for Continuity of Operations Planning in 










Department of Medical Education and Biomedical Informatics, University of Washington, 




Objectives: Continuity of operations planning focuses on an organization’s ability to deliver 
essential services before, during and after an emergency. Public health leaders must make 
decisions based on information from many sources and their information needs are often 
facilitated or hindered by technology. The aim of this study is to provide a systematic review of 
studies of technology projects that address public health continuity of operations planning 
information needs and to discuss patterns, themes, and challenges to inform the design of 
public health continuity of operations information systems.  
 
Methods: To return a comprehensive results set in an under-explored area, we searched 
broadly in the Medline and EBSCOHost bibliographic databases using terms from prior work 
in public health emergency management and continuity of operations planning in other 
domains. In addition, we manually searched the citation lists of publications included for 
review. 
 
Results: A total of 320 publications were reviewed. Twenty studies were identified for inclusion 
(twelve risk assessment decision support tools, six network and communications-enabled 
decision support tools, one training tool and one dedicated video-conferencing tool). Levels of 
implementation for information systems in the included studies range from proposed 
frameworks to operational systems. 
 
Conclusion: There is a general lack of documented efforts in the scientific literature for 
technology projects about public health continuity of operations planning. Available 
information about operational information systems suggest inclusion of public health 
practitioners in the design process as a factor in system success. 
 
Keywords: Public Health; Continuity of operations; Business continuity, Emergency 
management; Information systems; Technology 
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Introduction 
 
Disasters such as Hurricane Katrina and Hurricane Rita of 2005, the terrorist attacks on 
September 11, 2001 and the recent H1N1 influenza threat have raised awareness of the role of 
public health in emergency management in the United States in the last decade. An in-place and 
up-to-date continuity of operations plan (COOP) is an important part of any disaster 
preparedness and response strategy as recognized by emergency management experts
[1-3]
. A 
COOP -- also known as a business continuity plan (BCP) -- provides guidelines for an 
organization to sustain delivery of essential services before, during and after a crisis. However, 
given that “state and local public health agencies lack sufficient staff and resources to manage 
their multiple preparedness responsibilities simultaneously”
[4]
, technology that supports COOP 
decision-making information needs during a crisis may be lacking within the overall emergency 
management strategies of many local public health departments. A further complication is that 
COOP efforts and emergency response efforts compete for the same organizational resources 
with the potential risk that emergency response may deplete resources necessary to maintain 
continuity of operations in public health. 
 
Rozek and Groth, in their discussion of COOP for health care organizations, state that it “is no 
longer just a phase or project to be implemented when time and resources allow. It must be an 
ongoing program implemented to protect data, and ensure the integrity and security of the total 
organization”.
[1]  
This need is also reflected in the work of Dawes et al. who interviewed 29 
people directly involved in the World Trade Center (WTC) response and found that "[m]ost 
interviewees urged much greater attention to continuity of operations and disaster recovery"; 
however, in spite of that need they observe that "most small businesses, nonprofit organizations, 
and local governments remain have-nots in terms of resources, technology, preparedness, and 




Our experiences since January 2008, while documenting public health leadership decision-
making information needs at a large municipal public health agency, confirm a lack of decision 
support technology for continuity of operations planning within the public health domain.
[5]
 In 
addition, Somers finds that “remarkably little attention has been paid to the documentation of 
local government COOP planning efforts” and cites a FEMA [Federal Emergency Management 
Agency] report that states the “ability of an agency to execute its essential functions . . . is 
dependent upon the identification, availability, and redundancy of critical communications and 
information technology systems to support key government leadership, internal elements, other 
agencies, critical customers, and the public”.
[3]
 Fraser remarks on recent public health budget 
cuts and observes a lack of standard preparedness measures and assessment criteria. He 
concludes that the United States may not be ready for a pandemic or disaster.
[6]
 Taken together, 
these findings indicate a need for information technology to support public health COOP 
activities but also show that this critical need may be unaddressed or not fully recognized in 
practice. 
  
Technology must address the information needs of public health COOP planners and 
practitioners to successfully support their work processes and decision-making activities. In 
order to assess technology support of public health COOP, we compiled a list of information 
needs
[7]
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11]
, post-disaster studies of health care worker information needs
[12, 13]





. The information needs on this list are included 
based on author familiarity with a broad corpus of public health and continuity of operations 
literature gained through searches of the literature over time and experiences of the authors 
working with public health continuity of operations planners since January 2008. This list 
represents broad categories of information needs for public health COOP and may not represent 
every information need available from the published literature. In addition to these information 
needs, there is a basic requirement that decision-making information be available and up-to-date 
at all times before, during and after a crisis. These information needs are: 
 
 synthesized information[8] 
 centralized data access[8] 
 coordination/incident command support[6, 9-21] 
 staff training/education[6, 9-21], planning 
 plan testing/exercise support[6, 9-17, 20, 21] 
 interoperable external communication/alerting[6, 9, 11-21] 
 internal communication/alerting[6, 9, 11-17, 19, 21] 
 staff attendance/contact list management[6, 9, 11, 13-17, 19, 21] 
 resource tracking/capacity management[6, 11, 13-17, 19-21] 
 collaboration[8, 11-14, 16, 17, 19-21] 
 remote work/portable data[6, 11, 17-19, 21] 




Previous technology efforts in the area of public health can inform the identification of system 
features that support public health continuity of operations planning and emergency decision 
support. Furthermore, it is important to explore technologies, approaches and challenges to 
advance the design of future public health COOP information systems. The aim of this paper is 
to identify and review published studies of information systems and technology projects that 
address information needs in the context of public health continuity operations planning and 
review public health emergency management information systems that are applicable to public 




We conducted a systematic literature review of studies of public health continuity of operations 
planning technology projects. However, as public health COOP has not been studied extensively, 
we searched broadly using terms from our categories of information needs compiled from 
publications about public emergency management and private continuity of operations planning. 
These terms were used in combination with the terms “public health”, “disaster”, “emergency”, 
“technology”, “information system”, “informatics” and “decision support”. We conducted our 
initial search in the Medline bibliographic database as well as in EBSCOhost from January 1990 
to January 2009, using the same term combinations, in January of 2009. Based on this strategy, 
results from a search of both bibliographic databases yielded a total of 469 articles (Medline: 
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213, EBSCOhost: 256).  In addition, we reviewed the table of contents for all issues of the 
Journal of Business Continuity and Emergency Planning, because of its specialized focus that is 
of high relevance to our study. All citations were imported into a commercial reference manager.  
 
Three reviewers rated ten percent of the article abstracts (thirty-two) to validate 
inclusion/exclusion criteria. After a high degree of agreement between reviewers was determined 
at a face-to-face meeting, the remaining articles were rated by the first author. Reference lists for 
each included article were reviewed for other studies that might be eligible for inclusion. In 
addition, information systems discovered during the full-text review of each article were noted 
and searches for studies of these systems were conducted. The process followed during the 




Figure 1.  Process flow of literature survey methods from search strategy to data analysis 
 
Inclusion criteria included studies of technologies that were developed specifically to support 
continuity of operations planning information needs. In addition, inclusion criteria included 
studies of technologies developed for general emergency management purposes that implement 
features or approaches that could support continuity of operations planning information needs. 
Our inclusion criteria were defined to encompass both specific continuity of operations planning 
systems and general emergency management systems to broaden the number of potential systems 
and technologies included for analysis. 
 
Exclusion criteria included articles that focus mainly on public health data stores, registries and 
general technology infrastructure as well as those that discuss general public health policy, 
emergency management policy or continuity of operations planning but do not reference or 
evaluate a specific system or systems. In addition, exclusion criteria included articles that discuss 
studies, reports and evaluations of public health interventions, live training exercises, general 
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computer training and efforts to improve quality of service lines. Lastly, exclusion criteria 
included studies of safety monitoring, disease surveillance, clinical or laboratory information 
systems and work flow in specific settings not related to public health. As our search strategy is 
necessarily comprised of terms that make it somewhat broad in order to return a result set that 
includes the systems and technologies we are targeting, our list of exclusion criteria was very 




After duplicates were removed in the commercial reference manager, a total of 320 articles 
remained and were further reviewed to determine inclusion eligibility. Twenty studies of 
information systems and technology projects met our public health continuity of operations 
planning information needs inclusion/exclusion criteria. Included studies were published 
between 1995 to 2008. Most included studies originated from the United states (13) but some 
included studies originated from Greece (2), Canada (1), Mexico (1), Spain (1), Turkey (1) and 
the United Kingdom (1). This list of systems and projects is by no means an exhaustive list of 
such systems worldwide but is a list of systems and projects that have reported details of design, 
implementation or findings published in scientific indexed literature and met our criteria for 




The concept of technology specifically designed to serve public health continuity of operations 
planning information needs is relatively novel and, indeed, only one system in the included 
studies (Access Grid
[22]
) explicitly mentions continuity of operations (as “business continuity”) 
in the context of public health. The inclusion of only one such study is not surprising in that, as 
we have previously observed, continuity of operations planning and information technology to 
support it, are underexplored in the public health domain. This apparent lack of studies of public 
health continuity of operations information systems and technology projects presents many 
opportunities for informatics research, including the design of integrated systems that support 
routine public health processes and remote access to data. However, awareness of continuity of 
operations as a component that competes for public emergency management resources must be 
raised and addressed at an organizational level before such informatics efforts can be successful. 
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effectiveness of digital 
communication in reducing 
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epidemiological and 
environmental data with 
GIS technology 
 Accesses and 
standardizes information 
from numerous systems 
 
provides data 
display via the 
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Patterns in information need support 
 
Looking at Table II, we can make some observations about the information needs supported by a 
given system or technology project. All systems satisfied the need for synthesized information. 
This is not surprising in that information systems are often designed to integrate data while 
decision-making is often dependent upon data that provides better situational awareness through 
synthesis. In addition, all systems that satisfied the need for coordination/incident command 
support also satisfied the need for collaboration. Again, this is not surprising in that coordination 
and collaboration activities both require communication and information flow but coordination 
often applies a more directed hierarchical approach. All systems that satisfied the need for 
centralized data access for a variety of practitioner roles also satisfied the need for remote work 
capability and/or portable data. This situation is likely due to the relatively recent advent of 
networked data stores that are accessed through web technologies; both centralized data access 
and data access are inherent features of these widely adopted technologies. 
 





), were published before September 11, 2001 (1995 and 1997, 
respectively). Included studies after that begin in 2003. These results coincide with the 
substantial federal funding available in the United States for the research and design of 
technology to support emergency management and combat terrorism after the 9/11 terrorist 
attacks. The two year lag in publications from 2001 to 2003 likely indicates the start up time to 
design, develop and conduct research on a given information system or technology project. With 
the exception of two systems (NCCPHP Training Web site
[29]
 and AID-N framework
[33]
), nearly 
all systems satisfied the need for planning/plan testing/exercise support. This observation can 
also be explained by the push for preparedness in a post-9/11 world. In addition, with the 
exception of one system (NCCPHP Training Web site
[29]
), nearly all systems satisfied the need 
for resource tracking/capacity management. This can be attributed to the fact that resource and 
capacity information are necessary to support decision-making in an emergency. 
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AID-N (US) 2006 X X X     X     X X X   
Lee, et al.
[31]










Arcview 3.2 with 
2000 Census data 
(US) 












Maxi-Vac (US) 2005 X       X       X       
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1995 X X     X X       X X   
 
 
While all the public health continuity of operations information needs described in our list of 





) supported all of the needs included in our list. Of these, SAFE 
is a proposed framework and HERDS a fully operational system. As such, HERDS represents an 
archetypal working system that other public health continuity of operations planning informatics 
projects should look to for successful system design. That we start to see information about 
systems like HERDS and SAFE available in the published literature only as recently as 2007 
may indicate a growing level of maturity in public health emergency management development 
efforts and knowledge. Interestingly, the Emergency Computer Communications Network
[23]
, 
successfully deployed in 1993 and published about in 1995, satisfied many of the information 
needs that both HERDS and SAFE support using pre-Web technology. As such, it can be judged 
as an innovative and sophisticated front-runner of current, more “modern” systems. 
 
Systems and technology projects span the range of implementation levels from proposed 
frameworks based on existing technology to fully operational systems in current use. All are 
described at some measure of detail that can help to inform the future design of information 
systems to support public health continuity of operations. Sixteen of twenty projects explicitly 
note sponsoring agencies or resource contributors. Where not noted, university affiliation has 
been listed as the sponsoring agency in Table I. In all cases where noted, project sponsoring 
agencies are government agencies or a combination of government agencies. 
 
Categories of systems  
 
Based on their descriptions and common patterns of supported information needs, we were able 
to group the information systems and technology projects from the included studies into four 
categories of our own creation. These categories are: 
 
 Risk assessment decision support tools  
 Networked and communications-enabled decision support tools  
 Dedicated training tools 
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 Dedicated video-conferencing tools 
 
Information systems and technology projects are shown grouped by category and the information 
needs each category supports in Table III. 
 
 
Table 3.  Categories of systems and projects grouped by information needs they support 
 




tools (n = 12) 
 
Risk Assessment decision support tools typically 
support the following set of information needs: 
synthesized information, planning/plan 
testing/exercise support, resource 









































support tools (n = 6) 
 
Networked and communications-enabled decision 
support tools typically support the following set of 
information needs: synthesized information, 
centralized data access, coordination/incident 
command support, planning/plan testing/exercise 
support, interoperable external 
communication/alerting, resource 
tracking/capacity management, collaboration, 


























tools (n = 1) 
 








conferencing tools  
(n = 1) 
 
These tools are dedicated specifically to 
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Follow-up to initial search 
 
We repeated our search using the same methodology and terms in February of 2010 for the 
period between January 2009 to February 2010 in order to provide coverage for time that passed 
during data analysis and the writing of this manuscript. Thirty-nine publications were returned in 
the results set for this search. Of these, one article
[42]
 was a follow-up to an included business 
continuity videoconferencing article already included in the review
[22]
. In addition, three 
studies
[43-45]
 demonstrated methods that combined GIS technology and public health data but did 
not meet our inclusion/exclusion criteria. All three studies were published in the International 
Journal of Health Geographics, a newer journal dedicated to the application of health-related 
GIS. This journal and these articles may indicate a trend that GIS technology has an expanded 
role to play in the design of future public health COOP information systems. This finding 
suggests a full review of current use of GIS technologies in public health may be appropriate. 





 as sources for those interested in the application of GIS 
to public health. For those interested in the application of GIS to disaster management we offer 
references to the following books.
[55-57]




One limitation of this systematic review is that it relies on a list of information needs based on 
author familiarity with a corpus of literature gained through searches over time coupled with 
author experience gained through information design research with public health continuity of 
operations planners rather than an exhaustive list of information needs compiled through a 
formal literature review. In addition, this review does not undertake a formal analysis of the 
differential use of the same or similar terms across disciplines although we believe that this 
limitation is addressed by the divergent approach in the search term selection and broad inclusion 
criteria applied to the set of documents returned as a result of the search process. 
  
Implications for future research 
 
This review will raise awareness of the importance of continuity of operations planning in public 
health as well as the attendant need for integrated systems to support public health COOP. In 
addition, these findings can help public health informaticians in defining the types of systems 




While there have been a number of recent efforts to develop information systems that support 
public health emergency management, overall, we lack documented efforts of information 
systems that support public health continuity of operations planning. Consequently, we lack 
much evidence of what does and does not work in this area of research. One quick and simple 
way to raise awareness of the COOP topic for researchers might be to index emergency 
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management technology studies with COOP and BC key words. However, while public health 
practitioners involved in continuity of operations planning and emergency management activities 
may have similar information needs before, during and after a crisis, the goals of these activities 
are different and, indeed, they compete with each other for organizational resources. As such, 
determining design specifications for information technology-based COOP systems should 
involve public health practitioners who engage in COOP activities as part of their work flow to 
ensure support of their information needs. Though there are common themes (as highlighted in 
this paper) between public health COOP and emergency response, some COOP activities in the 
public health domain are unique and technology designed to support these activities must be 
context-specific to address the uniqueness of the environment in which they are introduced. 
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